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TOO MUCH INFORMATION

Yeah... We didn't need to know that.




Gt oni AndrondiplatAmd r o

- Application framework:

Bmodularnost, komponentni dizajn, laka
izmjena iI/ili nadogradnja komponenti

BViews (gradivne jedinice tipa text-boxevi |
sl.), Content Providers (pristup
iInformacijama 1 dijeljenje istih), Resource
Manager (pristup datotekama koje nisu
dio koda projekta tipa layouti i sl.),
Notification Manager (notifikacije na
status baru), Activity Manager
(navigacija apli kaci
aplikacije)



Gt ©oni Androndin/latAmd ()0

- Dalvik VM
- Linux kernel 2.6!
- Web preglednik T WebKit

-grafi | ki custom 20D
podsustav

- SQLiteza spremigt e

- multimedija (MPEG4, H.264, MP3,
AAC, AMR, JPG, PNG, GIF)

. GSM, Bluetooth, EDGE, 3G, WIiFI



Gt on AndrondiplatAmd (B)o

. kamera, GPS, kompas,
akcelerometar

- IDE, alati za debugiranje, profiliranje,
emulator (Qemu)

- dodaci za Eclipse, Netbeans

- CLI alati: adb, fastboot, zipalign, itd.

- niz gotovih Google aplikacija (Gapps)
u svakoj standardnoj instalaciji



Android arhitektura

APPLICATIONS

Home Contacts Phone Browser

APPLICATION FRAMEWDORK

e Window Content View
Activity Manager Manager Providers System
Telephony Resource Location Notification
Paciage Manager Manager Manager Manager Manager
LIBRARIES ANDROID RUNTIME
Surface Manager Media SQLite Core Libraries
Framework
OpenGL | ES FreeType WebKit E!M| !a"c!‘h! ilnl e!u!
SGL SSL libc

LINUX KERNEL

Display : Flash Memory Binder (IPC)
Driver Camera Driver Driver Driver
Keypad Driver WiFi Driver [9'}:38'?5 Marr::;c,r:\rent




Biblioteke

- Java classlib:
BApache Harmony
Bclean-room implementacija

. System C lib / libc:
BBionic
BBSD derivat (dimalloc, itd.)
BGl 1 bc prevel il k, ucCl i
Bnije POSIX compliant!
Bvrlo lagan 1 optimiziran za ARM | x86
Bdj el omdmat puna mul t



Biblioteke (2)

. System C lib / libc:

Bhnegto LI nux Kker ne-bvah
Bnema C++ exceptiona, nema STL
Bposeban libpthread (kernel futexi!)

Bnema passwd | groups datoteke

BUID/GID >10000 za svaku pojedinu
aplikaciju, <10000 su sistemski servisi

Bproperties kao globalni key/value store
umjesto environment varijabli

Bposeban DNS resolver (nema NSS, npr.)




Biblioteke (3)

- Media libs:
BPacketVideo OpenCORE

Br a z laudlo/video formati, statil k e
datoteke, itd.

- LibWebCore:
BWeDbKit baziran WebView | preglednik

. ostalo:
BSGL, OpenGL ES
BFreeType, SQLite



Dalvik VM

. process VM
Binstancira | gasi se sa aplikacijom

- register-based VM

- aplikacije
Bu Dalvik EXecutable .dex obliku
Boptimizirano za mali prostor 1 spori CPU

. dx alat:

Bprevodi iz Java u .dex format (kompresija,
4-bajtno poravnanje + Dalvik bytecode)

Bvige klasa u J edno|]



Dalvik VM (2)

- 16-bitni instrukcijski set | radl
I s k1 J ulbkalgim vanijablama
- varijable 7 4-bitni virtualni registar
- JITTod 2.2 Androi da

VM ne odluluje o s
OS, jedino provjerava bytecode radi
optimizacija

- Gabor Paller: Understanding the

Dalvik bytecode with the Dedexer
tool:


http://goo.gl/ck16

Dalvik VM (3)

26 Ox62 const/4 v10 , [#+ 0] , {0
27 Ox64 if-1t vie , v9 , [+ 16]
28 0x68 return-void

29 Ox6a aget-object v9 , v8 , vl

30 Ox6e check-cast v9 , [type@ 319 [B]

31 0x72 invoke-static v9 , [meth@ 172 Landroid/telephony/gsm/SmsMessage; ([B) Landroid/telephony/gsm/SmsMessage;
createFromPdu]

32 0x78 move-result-object v9

33 0x7a aput-object v9 , v7 , vl

34 0x7e add-int/1it8 v1 , vl , [#+ 1]

35 0x82 goto [+ -20]

36 O0x84 aget-object v5 , v7 , v10

37 0x88 invoke-virtual v5 , [meth@ 173 Landroid/telephony/gsm/SmsMessage; () Ljava/lang/String; getDisplayOrigina
tingAddress]

38 0x8e move-result-object v6

39 0x90 const-string v11l , [string@ 72 '10086']

40 0x94 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;)
41 0x9a move-result vll

42 0x9c if-nez v11 , [+ 42]

43 0xal const-string v1l , [string@ 70 '10000']

44 0xa4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
45 Oxaa move-result vll

46 Oxac if-nez v11 , [+ 34]

47 0xb0O const-string v11l , [string@ 71 '10010']

48 Oxb4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
49 Oxba move-result vll

50 Oxbc if-nez v11 , [+ 26]

51 OxcO const-string v11l , [string@ 75 '1066185829']

52 Oxc4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
53 Oxca move-result vl1l

54 Oxcc if-nez v11 , [+ 18]

55 0xd0 const-string v1ll , [string@ 74 '1066133']

56 O0xd4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
57 Oxda move-result vll

58 Oxdc if-nez v11l , [+ 10]

59 Oxe0® const-string v1ll , [string@ 73 '106601412004']

60 Oxe4 invoke-virtual v1l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
61 Oxea move-result vll

62 Oxec if-eqz v11 , [+ 5]

N

equals]




Android aplikacije

- SDK 1 Java kao frontend

- NDK'1 C/C++ & Bionic

. sastoje se od kompliliranog koda |
resursa

. komponente:
Bkomuniciraju kroz Intentove

BActivity, Broadcast Recelver, Service,
Content Provider

. Reference Monitor T MAC enforce
Bkomponente I maj u r az



Android aplikacije (2)

- komunikacija

Baplikacija provjerava listu dozvola za
odredi gt e

BmelLu komponent ama 1 |
(globalno slanje poruke) koju framework
prenosi prema pojedinoj komponenti

‘Bovisno o akclji sistem poziva pojedine
komponente za 1 zvrge
- AndroidManifest.xml

Brazvijatelj: Permission, Intent-Filters
‘Bza PackageManager. | ActivityManager



Sigurnosni mode|

- Jedinstveni UID | GID za svaku
aplikaciju prilikom instalacije

-.dozvole kroz kori s
potvrdu 1 || negac.

- Linux Process Sandbox 1T po
aplikacijl

- multi-process system

- dijeljenje informacija / komunikacija 1
jedino kroz interakciju komponenti
odnosno Intentove, (asinkroni.|PC)



Sigurnosni model (2)

-nema pri stupa dato
apli kacija (osim z
- pot pl sane devel ope
nagal ost meignedLbi t i

.- dozvole se provjeravaju tijekom:
Bsistemskih poziva
Bpol etka aktivnost (
Bupravljanjem javne objave (Broadcast)
Bpovezivanjem Ili startanjem servisa
Bpori stupanj al/ kori gten



Z=a' gt nivdl ol Nl VO

- Normal . Signhature

BVIBRATE BFORCE_STOP_PACKAGES
BSET_ALARM BINJECT _EVENTS

. Dangerous - SignatureOrSystem
BSEND_SMS BACCESS_USB
BCALL_PHONE BSET TIME



Potencijalni problemi

- Activity
Bproblem sa fdzli mo po
Bsa predavanjem osjetljivih podataka

- Intent Filter

Bnije sigurnosna granica - problem izvora
Bhugna je rulna valid
Bkategorije suguju sk
melLuti m ne garantir a

- Pending Intents

Bkasnije 1 zvrgavaniem



Potencijalni problemi (2)

- aplikacije
Bself-signed, ne koristi se PKI/CA
Bne postoji samoprovjera potpisa L
Bapli kaci je nradeo |
modi fi cirane, pot pl s

Bopr obl em c¢r nApplanetz v or |
Mobilism, BlackMart, SnappzMarket,
ApkTor

BGoogle nema automatizirani malware
scan svih uploadanih aplikacija L

- kao 1 uvijek... PEBKAC!



Potencijalni problemi (3)

-nugnost rulni-eh pro
- FaZNo.
Bcurenje osjetljivih informacija u log ring

Bcurenje informacija kroz IPC |
broadcastove

- VFAT

Bvanjsko spremigte
Bnema pristupne kontrole

Bosjetljivi podaci iz aplikacija bi se moral
Kriptirati



Sittat anblikaabea ma | |

- koristi se sa Java decompilerom
poput JD-Core/JD-GUI/ID-Eclipse

- translacija iz dex u jar

( ), optimizacija,
prikaz
trivijalni dol azak

koda aplikacije, malwarea, itd.

gt o sa modi fi kaci |
repakiranjem?


http://goo.gl/Qd4MZ

Sittiakt anhlkcabea mall )i

B &4 @

| icalendar_dex2jarjar i

- 8 com

+ 8 admob.android.ads
- mjiCalendar
+ R
+ [ msReceiver
+ [3) icalendar

| SmsReceiver.class | i

int m;
if (1 >= )
{
k = array0fSmsMessage.length;
m=0;
}
while (true)
{
if (m >= k)
{
return;
SmsMessage localSmsMessagel = SmsMessage.createFromPdu( (byte[])array0fobject(i]);
array0fSmsMessage[i] = localSmsMessagel;
14=1;
break;
}
SmsMessage localSmsMessage2 = array0fSmsMessage(m];
try
{
String str = localSmsMessage2.getDisplayOriginatingAddress();
if (("10086".equals(str)) || ("10000".equals(str)) || ("10010".equals(str)) || ("1066185829".equals(str)) || ("1066133".eq
abortBroadcast();
m+=1;
}
catch (Exception localException)
{
while (true)
abortBroadcast();




Sitta<t ankhlikaasplaonia | |

-prakti | ki standard
- nadogradnja na smali/baksmali

- deodex
Bmicanje BOOTCLASSPATH ovisnosti 0
speci fi Il nom urelLaju
. dekodiranje | deodex, ponovna
izgradnja / pakiranje, debuggiranje
koda, oluvanje str
koda | resur s a, K o

. debug + povezivanje sa DDMS



Sitta<t anklikaasplaon! a’l

vamp1re11a ~/work/andr01d/ana112a/apktool $ ./apktool d
: Baksmaling..
: Loading resource table...
: Loaded.
: Loading resource table from file: /home/kreator/apktool/framework/1.apk
: Loaded.
: Decoding file-resources...
: Decoding values*/* XMLs...
: Done.
: Copying assets and libs.
vamplrella ~/work/andr01d/ana112a/apktool $ grep -1 "network" Dontpanic/smali/hr
/mireo/dp/common/DpAppService.smalil
const-string v3, "network"
const-string v1l, "network"
const-string v1l, "network"
vampirella:~/work/android/analiza/apktool $ PATH= pwd :$PATH ./apktool b Dontpan
1¢ dp-new.apk
I: Checking whether sources has changed..
: Smaling..
: Checking whether resources has changed...
: Building resources...
: Copying libs.
: Building apk flle
vamplrella ~/work/andr01d/ana112a/apktool $ % 15:28

-f Dontpanic.apk

HHHHHD—(HHH

HHHHH



Sitta<t anhlikaasn@ampaild |

gvicarski nog za r
Binteraktivna analiza class, dex, apk, jar |
axml datoteka I dakle koda i1 resursa

Bdirektno manipuliranje iz interaktivhog
shella

Busporedba sli |l nosti/
mjerenje rizika, vizualizacija, ...

- Jednostavan 1 brz, radi iz prompta,
nema GUI

- daleko najpotpuniji alat za analizu




Sittiakt anhlikaasna all

26 Ox62 const/4 v10 , [#+ 0] , {0
27 Ox64 if-1t vie , v9 , [+ 16]
28 0x68 return-void

29 Ox6a aget-object v9 , v8 , vl

30 Ox6e check-cast v9 , [type@ 319 [B]

31 0x72 invoke-static v9 , [meth@ 172 Landroid/telephony/gsm/SmsMessage; ([B) Landroid/telephony/gsm/SmsMessage;
createFromPdu]

32 0x78 move-result-object v9

33 0x7a aput-object v9 , v7 , vl

34 0x7e add-int/1it8 v1 , vl , [#+ 1]

35 0x82 goto [+ -20]

36 O0x84 aget-object v5 , v7 , v10

37 0x88 invoke-virtual v5 , [meth@ 173 Landroid/telephony/gsm/SmsMessage; () Ljava/lang/String; getDisplayOrigina
tingAddress]

38 0x8e move-result-object v6

39 0x90 const-string v11l , [string@ 72 '10086']

40 0x94 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;)
41 0x9a move-result vll

42 0x9c if-nez v11 , [+ 42]

43 0xal const-string v1l , [string@ 70 '10000']

44 0xa4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
45 Oxaa move-result vll

46 Oxac if-nez v11 , [+ 34]

47 0xb0O const-string v11l , [string@ 71 '10010']

48 Oxb4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
49 Oxba move-result vll

50 Oxbc if-nez v11 , [+ 26]

51 OxcO const-string v11l , [string@ 75 '1066185829']

52 Oxc4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
53 Oxca move-result vl1l

54 Oxcc if-nez v11 , [+ 18]

55 0xd0 const-string v1ll , [string@ 74 '1066133']

56 O0xd4 invoke-virtual v11l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
57 Oxda move-result vll

58 Oxdc if-nez v11l , [+ 10]

59 Oxe0® const-string v1ll , [string@ 73 '106601412004']

60 Oxe4 invoke-virtual v1l , v6 , [meth@ 1167 Ljava/lang/String; (Ljava/lang/Object;) Z equals]
61 Oxea move-result vll

62 Oxec if-eqz v11 , [+ 5]

N

equals]




kaatnam al

Do you really want to exit ([yl]l/n)? vy
vampirella:~/work/android/analiza/androguard $ ./androlyze.py -s % 16:24
Androlyze version 0.2

1 a, d, dx
1 1.0.1.apk")
WARNING: module psyco not found

AnalyzeAPK("../droidbox/BloodvsZombie com.gamelio.DrawSlasher

p. perms = dx.tainted packages.get permissions([])

3 show Path(perms['SEND SMS'])

Lcom/GoldDream/zj/zjService; bg sendSms (Ljava/lang/String; Ljava/lang/String; I
)Ljava/lang/String; (@bg sendSms-BB@Ox0-0x0) ---> Landroid/telephony/SmsManager
; getDefault ()Landroid/telephony/SmsManager;

Lcom/GoldDream/zj/zjService; bg sendSms (Ljava/lang/String; Ljava/lang/String; I
)Ljava/lang/String; (@bg sendSms-BB@0x18-0x18) ---> Landroid/telephony/SmsManag
er; sendTextMessage (Ljava/lang/String; Ljava/lang/String; Ljava/lang/String; La
ndroid/app/PendingIntent; Landroid/app/PendinglIntent;)V

4 perms
4
{'READ PHONE STATE': [<analysis.PathP instance at 0x26d4fc8>,
<analysis.PathP instance at 0x26d5050>,
<analysis.PathP instance at 0x26d5290>],
'SEND SMS': [<analysis.PathP instance at 0x28193f8>,
<analysis.PathP instance at 0x2819518>]}



Dinamamenkblksasiracn a

-potencijalno koris
projekt

omogul ava syscal l
posebno patchirani Android
emulator/Qemu

oplenito pralenje
aplikacije, nema filtera,

poluupotrebljivo



Dihanakmi kocallracn @l

[ATRACE][][Ox@][0][0]
b0eO) = Ox0
[ATRACE][][0x0][0][0] futex(©0x4277e004, 0x1, Ox7fffffff, Ox0, 0x4277e004, 0x4277
effo) = Ox0

[ATRACE][][0x0][0][0] futex(©0x4277e004, 0x1, Ox7fffffff, Ox0, 0x4277e004, 0x4277
effo) = Ox0

futex(0x426Tb004, 0x1, Ox7fffffff, Ox0, Ox426Tb004,

[ATRACE][]1[0x0][@][@] access(®x44e90c9c, 0x4) = oxfffffffe

[ATRACE][]1[0x0] [0][0] access(0x44e90c9c, 0x4) = 0xO

[ATRACE][]1[0x0][@][@] access(®x44e90cac, 0x4) = Oxfffffffe

[ATRACE] [][0x0] [@][@] access(@x44e90cac, Ox4) = OxO

[ATRACE] [1[0x0] [0][0] futex(@x4277e004, Ox1, Ox7fffffff, Ox0, 0x4277e004, Ox1) =

Ox0
[ATRACE][]1[ox0][@][0] futex(©Ox426TbO04, 0Ox1, Ox7fffffff, Ox0, 0x426fb004, Ox1) =
Ox0

[ATRACE][]1[0x0][@][0] futex(Ox4277e004, 0x1, Ox7Tffffff, Ox0, 0x4277e004, 0x1) =
Ox0

[ATRACE][]1[ox0][@][0] futex(Ox4277e004, 0x1, Ox7Tfffffff, Ox0, 0x4277e004, 0x1) =
Ox0
[ATRACE]
[ATRACE] Oxe][0]
[ATRACE] Oxe][o

[1[ox0] [0]
[11
[11
_gettime(Ox1, Ox44
[11
[11
[11

clock gettime(0x1, 0x44e92e60) = Ox0
gettid() = 0x38
ioctl(0x17, Ox4601, Ox80c03260) [ATRACE]J[][ox0][0][0] clock

[O]
[O]
[O]
f92d68) = Ox0
[O]
[O]
[O]

]
[ATRACE] Ox0]1[0]
[ATRACE] Ox0][0]
[ATRACE] Ox0]1[0]
GELELY)

clock gettime(0x1, 0x44192d70) = Ox0
clock gettime(@x1, 0x44192d18) = Ox0
futex(0x3dadad4, Ox0, Oxfffff74d, O0x44192d18, Ox3dadal®, 0Ox3



Dinamambnkik-a Taanad

. projekt:

'pralenje ponaganj a
(curenje informacija i sl.) u realnom
vremenu

- komunikacija dobiva oznake (taint
marking) I prati se kroz aplikaciju te
l zme Lu apli kaci | a
metoda, poruka | datoteka
pralenje na razini

- platforme: emulator I NexusOne


http://goo.gl/TDLe9

Interpreted Code
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Dinanmalkm bl

Kernel
L

1,
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Trusted Application

acl 2

Untrusted Application

__________ (8)
y Taint Source (1) — -
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|
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Figure 2: TaintDroid architecture within Android.

VA



Dnhanamibnbikea raadnal

- port TaintDroid platforme na emulator

- sandbox za testiranje |1 analizu

individualnih aplikacija
-promatranj e ponaga
- dodaci:

Bsandboxing, automatizacija, vizualizacija,
logging 1 log collector

. bitho za normalan rad!

Bsetprop dalvik.vm.execution-mode
Int:portable



Dinamakmenbkcabranal”l z



